Research and Implementation on Model for High Availability of Enterprise Information System  by Fan, Li et al.
 IERI Procedia  3 ( 2012 )  181 – 185 
Available online at www.sciencedirect.com
2212-6678 © 2012 Published by Elsevier B.V. Selection and peer review under responsibility of Information Engineering Research Institute
doi: 10.1016/j.ieri.2012.09.030 

,QWHUQDWLRQDO&RQIHUHQFHRQ0HFKDQLFDODQG(OHFWURQLF(QJLQHHULQJ
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$V LQIRUPDWLRQ WHFKQRORJ\ LV DSSOLHG LQ WKH PRGHUQ HQWHUSULVH PDQDJHPHQW VXFK DV ILQDQFLQJ PDUNHWLQJ HQWHUSULVH
UHVRXUFHSODQQLQJZLGHO\ WKHKLJKDYDLODELOLW\RIHQWHUSULVH LQIRUPDWLRQV\VWHPV LVPRUHDQGPRUH LPSRUWDQW7KHNH\
SRLQWRIGHVLJQLQJDQHQWHUSULVHLQIRUPDWLRQV\VWHPLVWRFKRRVHDSSURSULDWHKLJKDYDLODELOLW\LPSOHPHQWDWLRQPRGHOV,Q
WKLVSDSHU ILUVWZH LQWURGXFHVRPHJHQHUDOGHVLJQSULQFLSOHVRQKLJKDYDLODELOLW\RIHQWHUSULVH LQIRUPDWLRQV\VWHPVDQG
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33PRGHO
5HFRYHU\3URFHVV53PRGHO$OWHUQDWLYH3URFHVV$3PRGHOHWF$FRPSDUDWLYHDQDO\VLV LVSHUIRUPHGWR LGHQWLI\ WKH
DSSOLFDELOLW\RIWKH&33353$3LPSOHPHQWDWLRQPRGHOV

3XEOLVKHGE\(OVHYLHU%9
6HOHFWLRQDQGSHHUUHYLHZXQGHUUHVSRQVLELOLW\RI,QIRUPDWLRQ(QJLQHHULQJ5HVHDUFK,QVWLWXWH

.H\ZRUGV+LJK$YDLODELOLW\5HDOL]DWLRQ0RGHO(QWHUSULVH,QIRUPDWLRQ6\VWHP
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:LWK LQGHSWK DSSOLFDWLRQ RI ,7 LQPRGHUQ EXVLQHVVPDQDJHPHQW FRUSRUDWH GHSHQGHQFH RQ LQIRUPDWLRQ
V\VWHPVLVWKHLQFUHDVLQJLQIRUPDWLRQV\VWHPKLJKDYDLODELOLW\+LJK$YDLODELOLW\+$UHTXLUHPHQWVDUHDOVR
LQFUHDVLQJPDQ\FRPSDQLHVRQVRPHRIWKHFRUHLQIRUPDWLRQV\VWHPVVXFKDVILQDQFHPDUNHWLQJHQWHUSULVH
UHVRXUFH SODQQLQJ HWF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7KLVDUWLFOHGHVFULEHGWKHFRQFHSWIRUKLJKDYDLODELOLW\RIHQWHUSULVHLQIRUPDWLRQV\VWHPVGHVLJQWRGLVFXVV
WKH LPSOHPHQWDWLRQ PRGHO RI D YDULHW\ RI KLJK DYDLODELOLW\ V\VWHPV DQG YDULRXV LPSOHPHQWDWLRQV RI WKH
DSSOLFDELOLW\RIWKHPRGHOLQHQWHUSULVHLQIRUPDWLRQV\VWHPVDUHDQDO\]HG
+LJKDYDLODELOLW\'HVLJQ
'HVLJQJRDO
7KH QDWXUH RI WKH HQWHUSULVH LQIRUPDWLRQ V\VWHP LV WKH GLJLWDO EXVLQHVV PDQDJHPHQW EXVLQHVV SURFHVV
WKURXJKDYDULHW\RILQIRUPDWLRQV\VWHPVFRQWLQXHWRJHQHUDWHQHZLQIRUPDWLRQUHVRXUFHVIRUDOOOHYHOVRIWKH
HQWHUSULVH WRJUDVSDOO WKH LQIRUPDWLRQ LQ WKHYDULRXV W\SHVRIG\QDPLFEXVLQHVV WRPDNHHQWHUSULVH UDWLRQDO
UHVRXUFHDOORFDWLRQGHFLVLRQVWRHQDEOHHQWHUSULVHVWRDGDSWWRUDSLGO\FKDQJLQJPDUNHWHQYLURQPHQWWRREWDLQ
WKHPD[LPXPHFRQRPLFEHQHILW
+LJK DYDLODELOLW\ RI HQWHUSULVH LQIRUPDWLRQ V\VWHP GHVLJQ JRDOV E\ WKH QDWXUH RI WKH GHFLVLRQ WKDW LV
ZLWKRXW KXPDQ LQWHUYHQWLRQ WKURXJK WKH LQWHJUDWHG XVH RI UHGXQGDQW KDUGZDUH DQG VRIWZDUH WHFKQRORJ\ WR
DFKLHYHWKHV\VWHPLVUXQQLQJWKHZURQJDXWRPDWLFGHWHFWLRQDQGFRUUHFWLRQWRHQVXUHWKDWPLVVLRQFULWLFDORU
VHUYLFHVFRQWLQXRXVDFFHVVLELOLW\>@
'HVLJQPHWKRG
0D\ RFFXU LQ WKH HQWHUSULVH LQIRUPDWLRQ V\VWHPV UXQ D YDULHW\ RI WHPSRUDU\ SHUPDQHQW RU LQWHUPLWWHQW
HUURU LV WKH PRVW LPSRUWDQW IDFWRU WR DIIHFW WKH KLJK DYDLODELOLW\ RI WKH V\VWHP WKHUHE\ DFKLHYLQJ KLJK
DYDLODELOLW\V\VWHPGHVLJQPHWKRG>@LQFOXGLQJ
)RUHFDVWLQJV\VWHPHUURU)RUHFDVWLQJWKH)DXOW
7KHSUHGLFWLRQHUURUJHQHUDOO\UHIHUVWRWKHXVHRIPDWKHPDWLFDOPRGHOVDQGHPSLULFDOIRUPXODRIWKHSUH
DQDO\VLV WR GHWHUPLQH WKH V\VWHP HUURUV WKDWPD\ RFFXU DQG LWV DGYHUVH HIIHFWV FKDQJH WKH FRQGLWLRQV WKDW
FDXVHGWKHHUURURFFXUUHGDVIDUDVSRVVLEOHVRWKDWHUURUVFDQQRWRFFXUWRDYRLGDQGHOLPLQDWHV\VWHPHUURUV
$YRLGLQJDQG5HPRYLQJWKH)DXOW
,QIRUPDWLRQV\VWHPVZLWKWKHUREXVWKDUGZDUHDQGVRIWZDUHWHFKQRORJ\GHYHORSPHQWWRDFKLHYHDFFXUDWH
VSHFLILFDWLRQVDQGYHULILFDWLRQWHVWLQJDVIDUDVSRVVLEOHWRDYRLGDQGHOLPLQDWHHUURUVEHIRUHWKHV\VWHPSXW
LQWRRSHUDWLRQ
7DEOHVKRZVWKH,FRQVWUXFWLRQRIDODUJHHQWHUSULVHJURXSLQYROYHGLQWKHGHVLJQRIWKHSRUWDOV\VWHP3
DQGGLUHFWRU\V\VWHP'V\VWHPHUURURFFXUUHGZLWKLQD\HDUVWDWLVWLFV
7DEOH/DUJHHQWHUSULVHJURXSZLWKLQRQH\HDURIV\VWHPHUURUVWDWLVWLFV
7\SHRIHUURU

6\VWHP1DPH
3ODWIRUPV\VWHP
HUURU
$SSOLFDWLRQV
HUURUV ([WHUQDOHUURU 8QH[SODLQHGHUURU
6\VWHP3    
6\VWHP'    

6HHQIURPWKHVWDWLVWLFVLQ7DEOHPHWKRGDQGPHWKRGWRHOLPLQDWHPRVWRIWKHV\VWHPHUURUEXWLW
GRHVQRWHQVXUHWKDWWKHV\VWHPHUURUGRHVQRWRFFXUVRWKHXVHRIWKHPHWKRGDVVXPHWKDWDV\VWHPHUURU
ZLOOFHUWDLQO\RFFXUHVWDEOLVKFRSLQJVWUDWHJLHVWKHXVHRIKDUGZDUHDQGVRIWZDUHUHGXQGDQF\WHFKQLTXHVWR
DYRLG RU PLQLPL]H WKH DGYHUVH HIIHFWV RI HUURUV LV D PRUH HIILFLHQW V\VWHP LQ HQJLQHHULQJ SUDFWLFH KLJK
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DYDLODELOLW\ GHVLJQ )LJXUH  GHVFULEHV WKH UHGXQGDQW GHVLJQ PHWKRG FDQ EH XVHG WR LPSURYH V\VWHP IDXOW
WROHUDQFH

)LJXUH6\VWHPIDXOWWROHUDQWFRPPRQUHGXQGDQWGHVLJQ
7KHNH\PRGXOHVRIWKHRSHUDWLQJV\VWHPRIKDUGZDUHUHGXQGDQF\KDUGZDUHUHGXQGDQWVXFKDVPXOWL&38
ERDUGVWKDWGRXEOHQHWZRUNFKDQQHOGXDO6&6,FRQWUROOHUGXDOSRZHUDQGUDGLDWRUFDOOHG13OH[LQJGHVLJQ
5HGXQGDQWPRGXOHVFRPPRQO\XVHG)DLO)DVWRU)DLO6WRSPRGHLQRUGHUWRVLPSOLI\WKHKDUGZDUHHUURU
PDQDJHPHQWGHFLVLRQPDNLQJSURFHVV
7KHNH\IXQFWLRQDOFRPSRQHQWVRIWKHV\VWHPVRIWZDUHRIWKHVRIWZDUHUHGXQGDQF\ZLWKUHGXQGDQWGHVLJQ
WKHVRIWZDUHLVJHQHUDOO\PRUHFRPSOH[WKDQWKHKDUGZDUHVRIWZDUHGHVLJQDQGLPSOHPHQWDWLRQRIWHFKQRORJ\
ZLOODIIHFWWKHVRIWZDUHLQKHUHQWQXPEHURIGHIHFWVDQGHUURUVWKDWPD\RFFXU1RZUHGXQGDQWGHVLJQRIPDQ\
VRIWZDUH SURJUDPV VRIWZDUH UHGXQGDQF\ FDQ EH GLYLGHG LQWR VWDWLF FRPSRQHQW UHGXQGDQF\ DQG G\QDPLF
FRPSRQHQW UHGXQGDQF\ DOO UHGXQGDQW FRPSRQHQWV DW WKH VDPH WLPH NQRZQ DV WKH VWDWLF FRPSRQHQW
UHGXQGDQF\LVDFWLYHVXFKDVVRIWZDUHFOXVWHUPRGHORQO\RQHFRPSRQHQWLVDFWLYHWKHUHVWRIWKHUHGXQGDQW
FRPSRQHQWVLQDSDVVLYHVWDQGE\NQRZQDVWKHG\QDPLFFRPSRQHQWUHGXQGDQF\VXFKDVVRIWZDUHKRWVWDQGE\
PRGHO
7LPH UHGXQGDQW V\VWHP DFFLGHQWDO HUURU RFFXUV UHSHDW WKH IXQFWLRQPRGXOH WKH HUURU RFFXUUHG WKH WLPH
GXUDWLRQFKDUDFWHULVWLFVWRHOLPLQDWHHUURUVVXFKDVWKHQHWZRUNOLQNOD\HUGDWDUHWUDQVPLVVLRQPHFKDQLVP
+LJKDYDLODELOLW\,PSOHPHQWDWLRQ0RGHO
&KHFNSRLQW&3PRGHO
6DYHWKHVWDWHRIWKHV\VWHPEDVHGRQWKHFRQFHSWRIDWUDQVDFWLRQZKHQWKHWUDQVDFWLRQEHJDQFDOOHGWKH
FKHFNSRLQW RU VQDSVKRW RI WKH WUDQVDFWLRQ SURFHVV ZKHQ DQ HUURU RFFXUV WKH V\VWHP UROOEDFN WR WKH
FKHFNSRLQW VXFFHVVIXOO\ VDYHG FRQWDLQV DQ HUURU WUDQVDFWLRQ WR EH GLVFDUGHG  WKH V\VWHP LV UHVWRUHG WR D
FRQVLVWHQWVWDWHDQGFRQWLQXHUXQQLQJWRSURYLGHVHUYLFHV&3PRGHOLVWKHPRVWEDVLFKLJKDYDLODELOLW\V\VWHP
PRGHOEXWDOVRPDQ\RWKHUPRGHOEDVHGPRGHO
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
)LJXUH$FKLHYHPHQW0RGHORI&KHFNSRLQW&3
3URFHVVSDLUV33PRGHO
7KH &3 PRGHO ZDV ILUVW DSSOLHG LQ D VWDQGDORQH V\VWHP ZKHQ D V\VWHP HUURU RFFXUV WKH UROOEDFN
FKHFNSRLQW VORZHU 7KH 33 PRGHO LV WKH LPSURYHPHQW RI WKH &3 PRGHO WKH SXUSRVH LV WR VSHHG XS WKH
UHFRYHU\SURFHVVUHGXFLQJV\VWHPVHUYLFHLQWHUUXSWWLPH$FRS\RIWKHV\VWHPWRHVWDEOLVKWKHPDLQV\VWHP
VKDUHGEHWZHHQ WKHPDLQ V\VWHPDQGDFRS\RI WKH V\VWHPRU V\QFKURQL]H WKHFKHFNSRLQWGDWD FRS\RI WKH
V\VWHPWRUHFHLYHWKHPDLQV\VWHPWKURXJKWKHUHJXODUKHDUWEHDWPHVVDJHVWRGHWHUPLQHWKHKHDOWKVWDWXVRIWKH
KRVW V\VWHPZKHQ D FRS\RI WKH V\VWHPFDQQRW UHFHLYH WKHKHDUWEHDWPHVVDJHRI WKHPDLQ V\VWHP WRPHHW
FHUWDLQUXOHVVXFKDVRYHUWLPHDFRS\RIWKHV\VWHPWRDXWRPDWLFDOO\WDNHRYHUWKHPDLQV\VWHPWRFRQWLQXH
WRSURYLGHVHUYLFHV

)LJXUH3URFHVV33PRGHO
5HFRYHU\SURFHVVLQJ53PRGHO
7KH 53PRGHO LV EDVHG RQ WKH &3PRGHO IRU WKH NH\ IXQFWLRQV RI WKH V\VWHP WKH HVWDEOLVKPHQW RI 1
LQGHSHQGHQWDOJRULWKPIRUGLIIHUHQWWUHDWPHQWSURFHVV^3331`RQHRIWKHSURFHVVEDVHGSURFHVV3
3FUHDWHGSULRUWRWKHFKHFNSRLQWWKH&3DIWHUWKH3UHVXOWVWHVWHG5$7,IWKHWHVWIDLOVUROOEDFNWRWKH
&3DQGHQWHUWKHSURFHVV3DQG3DIWHUIXUWKHUUHVXOWVWHVWHG5$7XQWLOWKHWHVWLVVXFFHVVIXOFRPSOHWLRQ
RIWKHSURFHVVLQJIXQFWLRQV
$OWHUQDWLYHSURFHVVLQJ$3PRGHO
$3PRGHOVWKHNH\IHDWXUHVRIWKHWUDQVDFWLRQDOV\VWHPWKHHVWDEOLVKPHQWRIWZRLQGHSHQGHQWDOJRULWKPV
SURFHVV3DQG38QGHUQRUPDOFLUFXPVWDQFHVWKH3SURFHVVLQJDOJRULWKPVFRPSOH[DQGPRUHDFFXUDWH3
SURFHVVLQJDOJRULWKPLVVLPSOHDQGHIILFLHQW3 WKHUHVXOWVRIWKH3DQGDFFHSWDQFHWHVWLQJEXWDOVRDVDQ
DOWHUQDWLYHSURFHVV3DQG3EHWZHHQWKHFRQWUROVWKURXJKWKHGHFLVLRQPDNLQJSURFHVV
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0RGHO$SSOLFDELOLW\$QDO\VLV
7KHDSSOLFDELOLW\RIWKHPRGHOIURPWKHDSSOLFDEOHSDUWLFOHVL]HGHVLJQFRPSOH[LW\ LPSOHPHQWDWLRQFRVW
UHVRXUFH UHTXLUHPHQWV GLPHQVLRQV 7KH JUDQXODULW\ RI DSSOLFDWLRQ LQFOXGLQJ WKH V\VWHP PRGXOH SURFHVV
UHVSHFWLYHO\ZLWK6^V\VWHP`0^PRGXOH`3^SURFHVV`'HVLJQFRPSOH[LW\FRVWDQGUHVRXUFHUHTXLUHPHQWV
UHVSHFWLYHO\+KLJK0PLGGOH/ORZDQGWKHWKUHHOHYHOV&33353WKH$3PRGHOLVDSSOLFDEOHWR
DQDO\VLVUHVXOWVVKRZQLQ7DEOH
7DEOH0RGHO$SSOLFDELOLW\$QDO\VLV
$QDO\VLVRIGLPHQVLRQV

1DPHRI0RGHO
$SSOLHV WR
SDUWLFOHVL]H
'LIILFXOW
WRGHVLJQ
,PSOHP
HQWDWLRQ
FRVW
5HVRXUFH
UHTXLUHPHQWV
&3 603 0 / /
33 60 0 0 +
53 0 + + +
$3 0 0 0 0
&RQFOXVLRQV
6HOHFW KLJKDYDLODELOLW\ PRGHO WKH HQWHUSULVH LQIRUPDWLRQ V\VWHP VKRXOG WDNH IXOO DFFRXQW RI WKH
GLIIHUHQFHV RI WKH PRGHO LQ WKH DSSOLFDEOH SDUWLFOH VL]H GHVLJQ FRPSOH[LW\ LPSOHPHQWDWLRQ FRVW UHVRXUFH
UHTXLUHPHQWVDFFRUGLQJWRWKHFULWLFDOLW\RIWKHV\VWHPWKHUHOLDEOHRSHUDWLRQRIWKHUDWHUHTXLUHPHQWVWKH,7
EXGJHWWKHDFWXDOVLWXDWLRQFKRRVHWKHPRVWDSSURSULDWHPRGHOWREXLOGDKLJKO\DYDLODEOHV\VWHP7KHVDPH
WLPH YLUWXDOL]DWLRQ FORXG FRPSXWLQJ DQG RWKHU WHFKQRORJLFDO GHYHORSPHQWV WKHUH KDYH EHHQ EDVHG RQ
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UHOLDELOLW\IDXOWUHFRYHU\WLPHWKHUHLVDGHILQLWHLPSURYHPHQWLQWKHHIILFLHQF\RIUHVRXUFHXVHHWFXSJUDGH
VKRXOGEHFRQFHUQHGDERXWWKHIXWXUHLQWKHILHOGRIKLJKDYDLODELOLW\WHFKQRORJLHVDQGUHVHDUFKQHZGLUHFWLRQ
5HIHUHQFHV
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
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
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